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Data Originator

TR EFEENT) BR, IMsET DHEREFFO AN, =
YEa— R VAT N T A IR (FRCE & B
o),
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FHGh E T
Electronic Investigator Site Electronic Investigator Site File (elSF)(Z (3, & PRFER I N i zx &
File (elSF) B IR FRBR AT E /T 23 ICH GCP A R T A UNZE D b7 Bl 22

TR > TV D Z L 2R T HALENTEND,

Electronic Health Record EHR! ia??rﬂﬁfijﬁﬁ%%ﬂﬁ/\@@%nﬂﬁ%ﬁo CER A DR
(EHR) T —LTHY, EFEBECERE MR LD HEREE SN

%, EHROMAF 7ol & LTl %&5%%0)‘7@{%@‘ W, 1%
B, TRAEERE, 7L LX— BURRRETG, RIS, M
RBRERENH D, EHRERIT, EHR’EE%’%% i M O BRFE D
EIRIAR D D BRI MEE NS U T X A MELNDETH
RERERERETHHEICHNS Z & %E)%ﬁ

Electronic Medical Record EEMEESIC L > TiX, VAT AZEMRE MR E3H 5, EMR
(EMR) WL XAIIZIXEHR K UV & & S DR IFN DS, AT &R A
Y P Tl EHREEMRZRIZFED S D & L THW S,

BIRT — X RT— X Jii7— % (Source Data) : (HRIRFBRIZISIT 2) MRIRAT ., #i52
eSource / Source Data Z DM OIEENC BT 5 LD FER X1 E OGRS & BB Foek
SNTWEHHPDDHIHFRT, KRR OFEL L I LEE
H D,

i — # (eSource Data) : T& 1 Jil7 — ¥ (eSource Data) |3#x
WICEFICREE SN T —F Th D,

B R BUBR BT = fil FERRBROEMICBE L CETE2 AT 58, BRI S ik
Investigator, PI IZBWT, BRRBNEROE PO D F— AT L0 FEhE S

NAEAEITIE, BRARRBRELEMIIYZT — 2 O0ELE D
V—X—Th V., EFRABRE(LEER (Principal Investigator (PI))
EREIND Z DD,

IT, FRARFRERILNEEEY DIT | Information Technology, FfRFER SEMESERE DITICZIX, FRIZT A

IT, Site IT T LDy N7 v 7 R OMRSFIZ 1T 5 Data Privacy/Protection
Officer X OVGLERRE LY H OGN ZE X Hivd,

ART—H AAT =LY, HEHT—FXOEMERHAL, TOT—ZD

Metadata aATFHFARRE®RERTLEOTHD, I, ZhbiX

T X O, T — X EHR, T — X OMABREDORMEE R
TT—4Thd, —HlEBTTEETNCHDL, A 5'7*“—
2L, T2 EEA CUIBEBNICAER S NTZGA, 4V
CFNDOT —ZIETT) IURBEE DL L HTE D,

B

Subject A123, sample ref X789 taken 30/Jun/24 at 1456hrs. 3.5mg.
Analyst: J Smith 01/Jul/24

4 IR ATRE Y EOCEEREIC, YRR (L) AR TE DN
Readily Available TR TE 5887,

W92 I fi 5t 1y 2 (72 VG R S B S e 1 )

Research Protocol FERERER D B, Bat. Hik, WEtmE e, Mgz 3 3¢

Fo FRRBREM G E L% < DBEA . ﬁuufﬁiﬁﬂ%ﬁ@%ﬁ’@%ﬁ
s BH LT 203, 20 L) RiFRE G MO EES
LTH L, ARSCETIEIFEEROZ OUETRZ B

éo
B R R IR FRIBR 2 3 2 & (1]« A A EF A1)
Sponsor
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JHEE RS

07 A B vs. Form/S & From/FOOERH12, 131CBAE T 5, 4y 1ZEH®
RIERT 2 A DR =P =T 7B AT LI O (== —ID, SNAT—
Unsuccessful vs BRSNS EEERT S, [RiER) 778AF, =2—W
Unauthorised access —TRWED (N XU TFEIZED) T 78ALEY ETDHZ
attempt EEEWRT D,

N F—g v ICHE6 (R3):1.65 2> B o — X LT AT LD F—3 3 ¢

Validation AV a— LV AT AR, VAT LAOREDOLEFEE TX

BT AT AAOBATE T, FIZERSN DR Z W= 2
LaMEEL, CEl Goib) TolfRE N, N T—v
a VOB AT, AT AO BRI R L O AR
BRiE ROEHEME~DOR L 52 D e 2 BB L) A 75
flfilcES< 2 &y

51 &FE&R

o LUTFODOICEN Site Sys Assmts 73 H AFTE F97,
Implementing eSRA, Sponsor Perspective
Comparison of eSRA V2026 and V2025and regulatory basis
Q/A — Questions from eSRA users
Industry publication articles in English and Japanese

o O O O

6 eCLINICAL Forum BEXDLIELEHIZET B AEFBR U
SR

eSRA Z HEDERHZIEDH L 5 L LTWB A~DBEA : Z/EHEIT eClinical Forum 2026 (25 0 F

7, eClinical Forum [ZZ OEEIOT X TOMHEFZRFF L ET, UL FTOAEEHTHEE SR LT

K7ZE, eSRA MO THEAIND Z & 2B L 923, eSRA T ¥ X M IEREIZHEAH S

NDHZ &, eSRADERINT RTEEND Z L, eCFeSRANHHT S 415 & X2 eSRA DFEH S
FZidZ & KO eClinical Forum (ZEH Tl S 4L (eSRA@eclinicalforum.org IZFEE - A —/L T
EE), ZU¥y RRREEND 2 ENAMETT, ZRNOOEREMHT L2 & T, MG
WZIRE Lz Z L1272 0 £97, eClinical Forum {X, eClinical Forum @ Web ¥4 ~ %3@ U THMA X
N5 eSRA BRHZOWTOAEREEZAVET,

REVEY)IL. eClinical Forum OFFEY CTH Y . Creative Commons — Attribution-Non-Commercial-
No Derivatives 4.0. D F TR ENTWET, ZOT7 A4 L ADELLtEIZHEW, L FZBEHBICITS
ZEMNTEET,

o ILF KEEALEOBARE TR THER, FEAmT 2,
TA B AREIINE D e, FHEEDNINOOHBZRYIHET Z LIETE A,

FETE L, FOBIZITLL FORIEICUW > T e E T,
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o RBEEFRTRTIDHZLIHEUILRI LYY bE2FERL, T4 BV A~DY 7 2L, 2
TRMZENTZMEIMERRLTLEE, Z3UE, W58 FIETHITD
ZEMTEETN, FEDNGHRIEHRE L TCWDAE ISR L A EHE LT
WAHBZEZTRBETHLIBETERRTDHZLITHDOLNERA,

o EREBMELARNZ L AGEEZEFBMTHEATLZZ LITTEEEA,

0 FTUNRTFT 4TI REREZ I v 7 A, B, FRIIEERTIHAE. AR LS
BT 52 LIETEERA,

® EBMOHIRARL: 74 B ATHEAINTNDITAEMENTH Z & ZIEMICHIBRT 2
EH ST E A A T2 Z L Ix T A,

AT

KEBHTNRT YU w7 RAAL R LT DETICE L TH D UVIEEAVEHELE EOMER]HIFR A
TBIZESSEEITT., KBBEOTA B RITHED BEIZH Y FH A

AT Y EHA, TA LA TH, A HOICBERT R TOFARE 2 NS DI T
B0 EEA, BIAE ATV ST (e, B MEHESOMOMERIC LY . M OMHA
BERHIRS D HA DD 0 £,

7 eSRA Form

BERABR E ek X, BRI CHEHINDIE VAT AIZOWNWTIDT A A M ESERMRS
B, g — A KR RBREEE IR LTS &Y, £, fERoEHIHz Cat—% (I
PRARBR FE ik O 1T Ff%CT—4E L) B L T EE,

eClinical Forum |%, eSRA/N> R 7 w7 L Form Z@FH I EHOWRICEHRF L TV ET, &%
R RERBR SR D I DIE R A MERICHEH TX 5 L o, BREBREKEE L. B b &EHKHR
Fhifiie |~ eSRA/N R 7> 7 & Form ZRdAi 92 D Tid7e <. AHiax(Z eClinical Forum ¢ web
P A b Site Sys Assmts B X TR —RT 5L BRALSTEIN, EHHTIEH, REIZSLET
K ERA R s SR C& 2 BIEE b L TWET,
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[FRE]

LI, eSRA OEM OB Z RO 72010, HHMZRRL TWET, BH~OEZIZ, KR
eSRA 7 4 — L TREAZ BV L E T,
JAXLTIREZDON=VORIZT 4 — LD SR TOET, FFRR TR, <EBZER>O%IC
SEARIR @SRA 77 A — AMMRAT SIVTWE T, Form/s EEIZEER = Form/F B[HIZEAR = Form/s =
From/F DIETIEA TVET, Form/s XiE Form/F O —J5 D448 5 S 1E, MEICIE U TAE

EXEYIVEEL T EE0,
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NETWORK POWERED

eSource Readiness Assessment Form/S

~~~~~~~

eSource Readiness Assessment

::::::::::::::

eCIlnlcal Form/S
A Assessment of eSource (EHR) Systems Used for Storing Source Data During Clinical Trials
<EMZER>
Records for Clinical Research ([ & iBx D 3 #%)
No "B R & RIER
1 Can all patient records captured in the EHR BHEWVWDEHR AT L (UUF 257 4] )
system be retrieved and reviewed in a way WORE SN BB ST TR T, 1 AOHERE
that is attributable to one trial subject? WCBBEAS T HND FIETHRL, LEa—1
DT EBTEETDY
Note. ALL patient records do not need to be ) BE GRS T RC L F o X T DI S
stored in this system, however all records in the A TOBLIE TS ) FVAL. o X FAHD
system must be able to be attributed to a ST T d)‘%%‘/ SBT3 b D T
particular patient. This is NOT about linking to /;fﬂ/i/i‘ O FW A, = DEFLEZID LA
a clinical patient ID, but rather about being A o = O R,
- <) F 7 N =14
sure that all records are attributable to an 75 j)i;g; Y = ;_/j * ; - 7 \ V({)fgﬁ)‘éﬁ
individual. 55 é/;; T{;‘EA?L O/f )ﬂ Ths = ﬁgﬁlﬂ‘
2 ~ | Are all records given to the sponsor via IRBBRMEKEAE I CE T T TFENC L 5 FE,
electronic or manual means de-identified, such | |Z k. » Tt X L A ERIT T R CTEL{L S L
that they do not contain any patient-identifiers | T\ E4 72y, SF v | FERERBR NI ST
that are prohibited by the country in which the | \\Z [E -G£ 1 5\ B BEHRBIEER 45 A
clinical trial is taking place? TNERAD
A /5;:) BRI CRO 73K i FE it iy
Note. If access to an electronic site system by a DEF R FLZT 2R LfEE 7>
sponsor/CRO results in files being /f/p/j BB AT ECRO D5 T o
automatica//y down/f)aded to the/',rl /a;zl‘opf the /:E;if/jﬁj/:}?‘ﬁ‘/;? REPSEL =D
answer to this question would be “no”. It is not 5 3 A e EA EAD
permissible for personal health information to “Xj;# JATE p No ™ /= ‘f ° él S
be downloaded (even inadvertently) to a @%ﬂ/ﬁf’gé (%15 i AVl #I} ’g’”/”tﬁ‘jﬁg%:
sponsor/CRO personal computer. W7 CRO @/\»_/?’7&: S
rvn— N5 EIEFFAIHTOFELA,
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NETWORK POWERE

No =) B RIER
3 Does the system have a readable, readily BEEWOT AT A, FlEko BB E
available, and indelible audit trail to include TEEE, RFEELRHD . I TAHE
recording date/time/originator? THY . 2D E DRV IEYERE & i
Note. Site must ensure that audit trail (audit ZTUWVETH,
log) functionality has been installed and is IE) A E A T EE B S (B
working correctly. If an appropriate audit trail ) R E EAE L IR TS 5T L
is n;t avai/ab/e,dacht(ijona;process contr/;)Ls, CEDIATIULI ) FH A, B AR
such as a signed and dated print out, will have S S NEEN T e el S .
to be introduced to maintain the information. é/ﬁgﬁ V_(é’/i & )f,,ﬁﬂ{’\‘ /ﬁ‘% # é//iﬁff Tfﬁzé K
DIZ, HIR L TESRPAMTA T SE, £
D712t R 2 hiz =L B U SR
ESr
4 Does the audit trail include the reason for BEARSEME B X, BRIRARBRBINE 0T — X
change of any trial participant data change or PEWE OVIIHIRLEZEXOBANESENT
deletion if this is legally required in your WET, 2 L. HIsCEMICESR ST
region? WABAD I,
Note. If an appropriate audit trail is not IE) LB GEBN A B T E LA,
available, additional process controls, such as a FRE IG5 70017, L TELR N
signed and dated print out, will have to be A T3 455 B Fat X =2 f o2 —
introduced to maintain the information. B BBIERD Y F A
5 Are there processes and/or system controls in | EEEZEBROZ | BEERIEM O (L, v AT
place that prevent the modification of the LA B OEEEZEIET 5 7 at A KO
audit trail or turning off the audit trail or (X1X) vAThay bag—LR3RITon<T
changing system date/time? WE T,
Note. This may be handled via the site IE) T AT AR i R D EES s X A
operating system and associated procedures or T ONF DT 3 FNE, KT R 75 F X
via a hosting vendor. The site should ensure F BN CHIE S TINE 0D LILE
the method employed is working. B A, AR R AT L 5L B
FEWM I TNE & TR T BLERD D F
7>
6 " | Does the system and/or process adequately BEWOUAT LAY (XiX) Trtv R,

provide for identifying the local time of patient
events?

Note. Where the system use may span time
zones or the system may be located in a
different time zone than where the study is
being conducted, the time zone of the
investigative office (e.g., local time to the
patient) should be used in the audit trail, or
there must be a clearly documented consistent
way to derive the local time from the
timestamp on the audit trail.

BEOFELOO— VL E2RT 2 LN TE
F3 0,

) SR TAPHEED S A LA F T2
> T B, XITHGEKAGRFEMG I E 1225
S AL ANIGRE XTS5 A
BINE 360 TEG KRB E RGP 5 4 A > — 2
(P2 I1E, & Dz — G 055) 2/ 5
D BEBARBROD 5 A AR K TG 2 —
HiZ) 58 & T — B L 7= 0505 eI X
SHTHESLERD D ET,

Access Control (7 7 & A& FH)

15
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NETWORK POWERE

No B B R
7 Does the system have the ability to create, AT AIE, VAT AT VAT AL

maintain, apply and revoke the roles, access
permissions and capabilities of each user that
accesses the system, such that users have
access only to those system functions and data
that are appropriate to their role?

Note. Sites must ensure that accounts are
configured so that users have access to only
those features that they should have access to
(often referred to as roles). Also, there should
be an administrator to grant accounts to users
upon justification of their need for an account.
A process should be in place to ensure that
access is removed when an employee no longer
has justification for using the system (such as
getting assigned to a different area or leaving
the organisation). If you are using a hosted
system, be sure that the vendor will provide the
user administration and that you understand
and employ the process for obtaining and
removing accounts.

— W —D&E], T EATHHER - BESI A
TERG, MEFFEBR, WEE. HIBRT 2HERED M
STRY, 22—V —REHOKEN#E L=
AT LEREE T — X DIRIIT VB ATEDH L
N o TUNET D,

M) B L, 2 — =D T ot
X (REE DIFITH TINET) #7277
A S FEREICIRE T S L Ic T 0 p g
JERTTPINS & ZMEEIC L R2ITHIER 0 E
YA, F&, T PGS D2 ——
T NEMGETET FI=X fL—F
GRS ERZD DE T, BECBRREIZ L
DIRE D > X 7 A& FIT B BEH1 370 < 7o
LI T e RESIECTE T E RS
BT TCESLERH NES, FRAT X
N X TLAEFHL TS558, N 5—
R — =B EEIET 5 = & 2R 75 &
Ebiz, T EIRE - HIET S et
R EEEIZPENF L, Ed Sl 9IZL TS ZE
S,

8 Is there a process to periodically produce and
review a list of all users, including past users,
their access level/rights and the start and end
date of these access rights?

Note. The site personnel log should also include
other non-site persons who may have access to
the clinical study/trial electronic source data.
This report does not have to be kept by the
investigator, but should be available, upon
request, from the IT department or vendor
which maintains the system.

WEOL—F—2ELTXTO—W— %
NHOT 7 AL~V MR, RORZ SO
TR AMEORMHE EKTHOU A NEEH
MICHERR L CHERR T 2 7 e 2 xdh v £
IR

1) B AR E i R B 7 I, B
AHRE I — 2 ICT7 7 RT 5P TE
BHFHDN G ZDSLEEL DD FET, ZDOH
AT, B AR E TR IRE T S 2T
BN EUAD, BERP oS EIZ, AT
L EHEFFEFET S T FEPIKT 5—3fo
TESLIZL THESLE RV ET,

9 Is there a policy/procedure/training that each
account is assigned to one dedicated user and
that instructs users not to share their account
or to leave their account open for others to
use?

KT Ty "= —EACEI Y S TH
. BT T hEEALEZY, BSD
TH TN EMEBEHTE DRREIE L
e Lk 2 iET 558/ FIE h L
—= U TIEH Y FT D,
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NETWORK POWERED BY PEE

No B R & RIER

10 A | Can the monitor, auditor and inspector, within | E=4% —_ EE&FHYE KOEZEEIL. &H
reasonable timeframe, obtain direct read-only | B2 HIRIPNIZ. Y% REER DO S INE D08
access to records of only subjects of this DINKTT AEBEOMEEN T 7 & AL T
clinical trial? BexETH,

Note. The investigator (or appropriate IE) FEIEABR EIEIER (R FF DICHEE)
delegate) should be available to browse the [ A BEE =4 ) S CHERE A
patients' record on demand in case of audit, L& BEOGERGETNTX BUERD Y F
inspection Zril’orhmonitoring pur;;ose. It isf , F S DEEIEIL. AR L AR
recommended this requirement be part of the . e g e g i
contract between the sponsor and the i/f@i/ﬁ, O{gﬂg%ﬁf?%%m%ﬁf? & DT
investigator (or the study center). If you are e /’i DTECS Cg ELHOLE
under the jurisdiction of MHRA, please see 75 M HRA @E'{l‘i T/fj% S /L, eSRA /
additional information in Section 3.4 of the RZ> 2D 3.4 FHOLENERESHL T2
eSRA Handbook. i,

11 7 | Is there a documented site procedure in place | Effizk |21, Bk % Bk L 3 A KRR
to ensure clinical trial staff are not BWTHERABRIZEABE DR > CTHEEME
unintentionally unblinded in trials where thisis | 42 = L R WL S5 12T A7=DDOTFIEENRH
a requirement? (=3 i
Note. If your site does now or may in the future 2E) BIER I TIRAI T B S e %
handle blinded studies, this question must be EWT BBE. DB ST IEE L T
aswered, O e OO O & W[V BIZIL, FAIDH Y (417147 5 1412
pharmacy distribution should not be available LS )~ 7 o e ~ -,
for study staff to see. %ﬁ:ﬁ?f‘ HROBMAP I 4 3127

12 Is there a limited number of unsuccessful log- | BEVWO T AT LI L > THFEINHar A
in attempts permitted by the system? VORBEIEICHITRIZ 3 0 £30,

Note. An example of an unsuccessful log-in ) m 2 ol LT, X DT — NE

attempt is a forgotten password. This may be ABD D FF, ZRITEEFEE R ER R OE

handled via the site operating system and JH o X7 AR OBGEFNG, K/FEHR = X FA

associated procedures or via the EHR system. ICE OSSR TNE2D LAFEA, [EFE

Site must ensure that this feature is installed BB E R TIE. & ORERES S R f—L

" S HN I TS Z & HEIC LA
FUIR D EVA,

13 Does the system keep a log of unauthorised BHFEWOL AT AT, RIERT 78 2ADRAR
access attempts and is there a process in place | Z32& L CWET 0, F7/2. RIET 7 AR
to periodically review the log of unauthorised | 47> 1 7/ 2 EHIMICHER T 5 7 0t A3 1T
access attempts? SILTUVE T,

Note. An example of an unauthorised access JE) RIEZ T 2 XDFAZDHIE LT,

attempt is a hacking attempt. This may be FTBH D ET, LR R

handled vcija the s(i;e operating;ystem and DS o R 74 J ONEREFNG. X/TEHR o X

associated procedures or via the EHR system. — _ g

Site must ensure that this feature is installed 7:4\/;; szﬁ:iﬂ ol ){3/% é ﬁ;ﬂ‘iﬁ/%

and turned on. HR AR E e Tld, = OBERED 1 > X P
—A &P, FIN R0 T B EEFMHEEIZL
RITIUETZR D EW A,
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A NETWORK POWERED BY PEERS

No B R & RIER
14 Does the system require secure access via BEWOIATNIROL S X T 27T
(check all that apply) JHAZBERLTOET, (B TEELHD
O  Require password change (indicate AT TF = v 72 ANTLEEY, )
interval in the comment block) O DAY= RFOEEPLE (EERHEE =
O} Fingerprint AL MIICTRAL SV, )
[0 Face Recognition O feur
[0 Device (e.g. smartphone code) O EaRaE
O Single Sign-on O AR (Re— T o o R
[0 Other NP NPTERN
Note. Site must ensure that this feature is O Yo oAy srts
, i O Zofh
installed and turned on. If access is N~ O e
provided via a password, site is 7E) B U i % :5/ £, D ORERED
responsible for establishing reasonable AR P SIS FIN D TS Z
intervals. If managing password updates & EHEFIS L TP Y FHA, YR
via a process, the site must provide and U= FICL DT 7 ERPIEHSI S5
enforce a documented site process A BRI e
requiring password change. FRETSEEPBHVFET, Zhe7m
ERIZL o THHT S56, kil
TN TN T — PR E 2 ZR T 5 X F
(b S 7 m X e, Eh LRI
1270 D FHA,
15 Is there a process that in case of security TIANR— T —EN{RT DX T 4
incident that exposes privacy data, the sponsor | f > 5 > N3FA U2 BA12. BRREBRK
and relevant data protection supervisory HEE M O34 5 data protection Fa/ER 24 &2 i@
authority are notified? T H7atEAEH 30,
16 Is there an automatic log-off or other access BEN R UVREE C—EREIAEAOE L8 A1
lock (e.g., password protected screen saver) HET 5, R 747 X IF0Mmo7 7 &
after a period of inactivity? If "yes", please Z2a sy ZHRE (RAT— RREI LA 2 Y
indicate in the comment block the period of — R 1B ETH, “Yes” D
inactivity before the automatic log-off. & HEha 74 7 £ TOMEE/EREE D FGE
, , , a2 A2 MEIC ZRRALTZE W,
Note. Site must ensure that this automatic 2E) B R Tt = D E B S
eward potecietsereonsaver functionfrom | 72K AER, AL TS L%
your laptop or desktop system to satisfy this %)E/: L @ﬁﬂf jji: 4 fﬁ/yj’ :7 > 7 o7
requirement, users should not have the ability Trxz /\\‘y ?Z/\X 7= F 7%&%/#%/? f y
to turn off the password-protected screen N REE RN LTS @‘E//%‘/ny‘ g
saver functionality. LTS5, X2 —2t—N—faE s
BN T BHERE 2 ——IZ 52 5XE TlIIH
N FHA,
18 Copyright eClinical Forum 2026

eSRA




Data Review (7 —# L' £ 2 —)

eClinicalForum

NETWORK POWERE

No

H

' RIAR

17

Does the system have the ability to produce a
copy of data (which includes associated audit
trails and any decoded data) in appropriate file
format that facilitates review, searching and
analysis?

Note. If your system does not provide this, a
documented site process should address how a
certified copy could be produced.

BHFEWO AT AZX, VE2—, BRE. o
HramaBlcd 5 X 5 Rible 7 7 A VAT
T —& (BT A AL T a— Rz
TR EEte) Dav—&ERT DHEEENH Y
FT 0,

M) R T AIEZ DEERE L ITIUE, B
BEN il | TOXEE S hE 7T 2EX
12, RAFI EE G2 (kT 5 k& ii# L T
S BERD D ET,

Data Backup, Retention and Recovery (7 — % /N 7 7 v 7 R4, 1HIH)

No B B RIER

18 Are there sufficient system and/or process FToX—, BEEENE IAEREICLDE
controls for backup and recovery procedures, | Z2HIZIEK CTX 2 &R 25T, NI T v
that includes documentation that can be KL OMEIHFNED T2 DD+ 5370 A7 L Y
produced for inspection by a monitor, auditor (L) Fekvraryho—ARnHo E4
or inspector? i
Note. This may be handled via the site V) St E R i DES R A
operating system and associated procedures or T OB TFNE. /T eSource >R AIZ I U
via the eSource system. ISR TOBE LILETA,

19 | Are there process or system controls in place T KO X X7 — 4% (A A&
to ensure that data and metadata (including o) DNFHAAFRETH Y . REMERH Y | HE
audit trail) continue to be available, human- HWRETH Y . HiE|TRkD BN AHB Iz -
readable and understandable and are retained | 7 — ¢ S| RE SN D T L AHEFEICT S
in an archive for the legal period? v A NI AT AT hEr— A EH ) F
Note. Sites are responsible for knowing the 7,
legal retention period for clinical research V) BB AT 1%, TR B
source records and for ensuring that methods B BB D S D [RIHE 240 ) . 2D
emplgyed to meet this requirement are G R G DD R LSS ,(‘& V5=
e & B REEIZT B TS D D F T

20 Is there a documented process for continuing BHEWVWOLV AT ANNIT 7 BATE L o Tm
operations if the system is not accessible? SRICEE G T Ao E LI
Note. There should be a documented site 2 ARNH Y FT 0,
process/plan describing how to handle an JE) BRI ER AR Y T, B Xt A
emergency or unexpected shutdown. The site GD g NI NS S EFEH L
should have access to these documents. The B X T R E B R T S T
site should confirm and request immediate Bb 0 FF HABERGE. S 5D
remediation if there is nothing already in place T b X TE BUERS D ET
and/or if the process has not been tested. ?ﬁ%%}ﬁi@%ﬁ/?ﬁéﬁ? L ® ngj;}f& g

& RO (K1) TR TR NI T
RUVGE B IE #7535 )
EX
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21

Is there a documented and tested process for
recovery from a disaster or unexpected system
unavailability?

Note. The group responsible for backup and
recovery of the system software/hardware
(whether it is your IT department or a vendor)
should have a documented site process
describing how recovery from an emergency or
unexpected shutdown will be handled and
proof that this process was tested. The site
should have access to these documents. The
site should confirm and request immediate
remediation if there is nothing already in place
and/or if the process has not been tested.

K I T LW 27 LR R ARRAE
75%1’2[5#57‘_&)0)3:%4!:52%7‘_\ T AN
BDOT v ANHY T,
) N 2 T TR ATAY T h e T
SN— Nz I T S E I E & O
1F (T B2 55— 00000 5 77 fkat
%f@m E L TOXEEIhETrEXE
VS, BRI D > > ST 005
wgﬂf&%ﬁﬁur%(%%ﬁ%@iﬁ
FEFe, TRt X TR, I EAAE R
NTCEBZLINCL TESLEZR D VET, I
I, CALDXEIZ T2 EXTESL I
L TESLERD DVET, %ﬁﬁﬁ%ﬁﬁﬁ
W TRER Ly b LXEPLRVEE, kX (X
/1) 7l Xg s X /‘é/ﬂf&‘&)b}/ﬁu‘ 5
JEIZZIEZ RTS8 5055 V) F 7,

System Development & Maintenance (3 A 7 A BH%& « {R5F)

No

H

ERIER

227

Are there documented records showing that
those maintaining or using the system are
qualified (have the necessary training and
experience to be able to perform their
assigned tasks)?

VAT AOEHE IR AE D EE TH D (£
NENE D B CTONEEZITT 57201
WHR N L —= TR OB EZAR L TW\D)Z
L ERTRIERSCENRH D E T

23

Does the site utilise a process to demonstrate
that the development, hosting, deployment
and maintenance (e.g. system changes) of the
computerised system is sufficiently validated
and documented?

Note. When purchasing or upgrading software,
it is typical to have a list of requirements for
what it should do and then test to see that it
does perform those functions. Validation is a
formalization of this process and good business
practice. Validation is only required for the
parts of the system (modules) necessary to
comply with clinical research requirements. All
validation/testing activities should be
documented such that they can be audited by
the sponsor or inspected by a regulatory
agency. If the system is upgraded to a new
version the changes might require validation,
depending on the extent and the scope of the
changes. The site must keep track of what
version of the system was in place on what
date.

MiglX, a2 Ea—2 LT AT LAORFE, &
AT 4T T A b, FORSE (VA
T L) NN NY) F— &, CEAL
SNTWVWDHZLERELL )BT rERAEH
WTWET D,
) —HRHGIS, T N TEREAX LT >
T L— R EEEIE X T AR TS 0
DEMZ VX MEL, Ehb6 DS EET
NESpETRANLET, N T g 0T
ZDTrRERZIEIZITI oD TH Y, 7
FESRR T Z 27 0 XTT, NYT—23
NE, ZRTAD S DL, KR D E I
BT ELEDH LG (F=—) (251
TDBRLETT, KRGS IC L 5
SN G e 1Z o B BEEZIA T B 728002, T
RCDONY F—2r5 2 7 X NEEIZ G085
BT RERHNET, AT AZFH LI —
PN T T — N5 L &L, D
ﬁf FEPHIC o> TN Y 7= g 2 3 s
03 AHEMER B D E T, KR E 73
SR TADN— g 2 FIE H O fENRE 7
FRL TEDPRITIIEZ D EE AL

20
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24 | Are there processes to address computerised AL a—H b AT LDA T N B
system incidents through to their resolution? WIZEAETHNT A7 ez 21THY £9°

3

25 Is there a process to periodically review and VAT A, B R—=g 0 —2 0 KR
affirm the continued suitability of the AT ADALE a—T 4 T RE~DOLER
computerised system taking into account the WL ABTER 7 BRE Y R 7 N %28 |12
potential cumulative risks and impacts of ANT, TrEa—Zbs AT LDk 72
changes to the system, requirements, version WOMEEZ EHIIC LY 2a— L CHERT % S 1
releases, and computing environment of the T REH D FET
system?

26 Are there sufficient information security X VT 0 LOMEEZEE, ik, #59
practices to manage, preclude, and report AT+ ERER 2 U T 0 kRN EE
security issues? SN TWET D,

Note. This may be handled via the site 7)) T R B E R AR O E N o X T A

operating system and associated procedures. T ONBREFNG I Ot S TS 0b L

The site should ensure the method employed is FEU A, L . S

working and documented. Site should check R LS. BRI TS " & BT

with their IT support that cyber security FBUERD ) E T BB R T,

measures are in place and updated regularly. G N o P R ES L. R
HUZ TS TS S & 21T VA — PR
TOXEDH ) F T,

27 If electronic data is received from other Mo 2T A (NEXIIANER) O BT —
systems (internal or external), are there B EZZ3T 5. FNLODV AT ANGE
appropriate technical or procedural controlsto | (4 A5 — &% OB R A T 7 VT 4 %
assure confidentiality and integrity of data (REE 2 72 b OO 2 HifH) T B X 1y =
received from these systems? v ha— R H )

28 A | If this computerised system is provided by a WMEaLa—X b AT AN —E 271
Service Provider, are there formal agreements | /X1 %' —|Z Lo TAfE SN DA, 1) FHYE
in place to clearly define 1) responsibilities of FZ (FEERRBEHEHES., Y— X7 a8
each party (Site and Service Provider and — B —E R H—D GxP T
Service Provider's GxP-related subcontractors) L) DE, K2 P—E R T F
and 2) oversight of the Service Provider? — DR IToOWTHREICED - ERARY

‘ | wEBY ET
Note. The department responsible can achieve JE) MBI B EDRIGE SLA (H—
e | X 08) | 127wt 7
of work" that can be downloaded from the rD25 5: sl j NT& S RB AT LT 12
vendor website. LV ZOFIEITE E T
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No =) B RIER

29 | If electronic signatures are used in this system | 33U \0D > 2 5 A CHERRER FL1: AT/ 797
to fulfill clinical research requirements, are all DICEFEZLZFHL TCWAEE. LLTOS
of the following true: 1) it is permanently BT _TYTUIEDY £90 1) ZNTho
linked to its respective record, 2) it includes SERICKERRIIC Y 7 SNTWA, 2) BAE
the name of the signer, 3) it includes the time ANEENTND, ) BTELNERS T
and date of e-signature execution, 4) the AR OEZRGSENT NS, 4) BLELIC
mjaningda}ssociated with thefe-signature is BT 5 EWAR TS (FEk. TR,
indicated (e.g., creation, confirmation, o A - — = N N .
approval), 5) system can recognise if a record igi‘%;)%;g%iTﬁg:;ﬁg Qﬂjfj‘g ,é_ ibg:
has been altered and make the signature o 2 o L A= =
invalid. iy L .
Note. There is no requirement that electronic IE) iR AR N ’ii M CITE (= ZK ST
signatures are used unless expressly indicated VWRVIRY B FEE SRS L EED Y
in the protocol. The electronic signature can FHA, BIFELIZ, BRI LN XS
take various forms, including digital signature, | [E& ML TIERNS R THBIRY, 724
as long as they are legally valid within the NELZEGIPIFIELEArESEEPT
jurisdiction where the research is to be EET,
conducted.
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Investigator Site File Assessment

eCIln!cha"! Form/F
<HERMER>
Audit Trail (¥ A REHE)

No & R 'H RIER

1 Does the system have a readable, readily BFEWO T AT A, Geeko B WA 5=
available, and indelible audit trail to include TFEEZSte., REMERHY . T IR A e
recording date/time/originator? TH . 2D L O OERIEERE % i
Note. Site must ensure that audit trail (audit ZTWETH,
log) functionality has been installed and is 2E) AR E e TGRS (e 2
working correctly. If an appropriate audit trail ) JERES ELEL | ERICHEEET B 50 L
is not available, additional process controls, CBA T ANFIUL L O F A, B AT
such as a signed and dated print out will have P, A et S fo f .
to be introduced to maintain the information. é)ﬁ?ﬁ Tt 2l U/Zé\‘ /ﬁ% ﬁé’/ﬁ;ﬁf#g’iﬁ/‘ié 71

Iz, HIL TESHER AN T SE, £
MDZ2 TR =2 b 2—/b 2 U S LB B
NET,

2 Does the audit trail include the reason for any | BEERSEBMEHRIC I, RO T ITHIFR L 7=
record change or deletion if thisis requiredby | L XOFHENEENTWET), =7F L, H
regulation in your region? WOBEHITERINTWAEED I,

3 Does the system audit trail include record VAT AOEERGTENIIREROBE L X T v

viewing and downloading? o— R EENFET D,
Note. If an appropriate audit trail is not JE) B EEEGE a JHE T O BA, 1
available, additional process controls, such as a | # 2= E25m1G- 2 7= 002 [HIfF L CTEH5 % 8
signed and dated print out, will have to be A1FEA T34 BID F X2 f g —
introduced to maintain the information. ILFH L BLERE D E T

4 Are there processes and/or system controls in | BSZSZEHR O | BEAZEBR O S, 2T
place that prevent the modification of the AHEF /WA OETZ2BIET A7 o A RN
audit trail, turning off the audit trail, or (iF) VAT hay ha—ARnZITFLNT
changing system date/time? WET,

Note. This may be handled via the site JE) T AT A R R D E N o X A
operating system and associated procedures or T ONEDEIET 3 FNE, R /ds R 75 F X
via a hosting vendor. The site should ensure f BN CHIS ST B b LI E
the method employed s working. A, BB L DRI RD
FEMEN T D = & BT SLEDH ) *
7
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5/\

Does the system and/or process adequately
provide for identifying the local time?

Note. Where the system use may span time
zones or the system may be located in a
different time zone than where the study is
being conducted, the time zone of the
investigative office should be used in the audit
trail, or there must be a clearly documented
consistent way to derive the local time from
the timestamp on the audit trail.

BHEWOTAT AR (L) 7akRiL,
0 — BV Z R 2 E R TE ET D,

) SR TAPHEED I A LA F T
> TS, XITEGH R EmEGHr & 13205
B L= NERE XN TS558, EEar
BINE 360 THG KRB E R Hlig e D 5 4 A > — 2
EIHN B, BEBFFH O 5 AR ST
72— NHFL) 535 & T — B L LD
ICX LS TOSLERD D ET,
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No | B HRIER

6 Does the system have the ability to create, VAT AL, VAT AT VAT ALK
maintain, apply and revoke the roles, access — W —D&E], T AT HHER - BB %
permissions and capabilities of each user that | {Epk . HEEpE TR, HZE . YIFRT AHEREDME D
accesses the system, such that users have STEY, 22— —RNEASOEEE LY
access only to those system functionsand data | z == L pgfe L F— 2 DRI T 7 B ATX 5 L
that are appropriate to their role? 527> TWET D,

Not;. Sitecs, musht ensure t:at accounts are / IE) R E A, 2 — DT
configured so that users have access to only s D -
those features that they should have access to = (& %:Mi; iﬂf/j{if& ' 71‘) _ zrz fx”j
(often referred to as roles). Also, there should Zéﬁ/ﬁ HETE /: RiE fi‘{ Ul 7‘/ r e
be an administrator to grant accounts to users EDITPIS & & TR I if‘fﬁ e 0“5?
upon justification of their need for an account. WA, L, THT MfEIck Y 2 — 1=
A process should be in place to ensure that (T PEANFT ST RI =X P =S
access is removed when an employee no longer ERITSLED DY LT, LB CLBIRFIZ L
has justification for using the system (such as DA DX T A &R 95 PEAI 370 < 78 -
getting assigned to a different area or leaving | /=& EIZT 2 C RpEZIEIZ TS Tt X &
the organization). If you are using a hosted BN TESBEPDVET, FXT 120X
system, be sure that the vendor will provide the | 71752 X 7 A ZFI/H L T 5585, N2 &—
user administration and that you understand Iy — PP 2 AR5 T b R TS F
and employ the process for obtaining and E oIz, THT PERE - HIRTS 7T
removing accounts. REEEIZEREL, Epd 5L 2012l TS ZE
X,

7 Is there a process to periodically produce and | #ED 2 —F—%2 &I X TCHL—F— %
review a list of all users, including past users, N7 7 ALYV MR, KIS
their access level/rights and the startandend | 7 7 & 2 MEDBAMGH L& THD U 2 F % EH
date of these access rights? MICVERR L CHERR T2 7t R 3H D 7

73

8 Is there a policy/procedure/training thateach | %7 5 7 v F B —HF—{E AIZE Y 4T H
account is assigned to one dedicated userand | 1, iEFIZThH U REIEAFE LY . BOD
that instructs users not to share their account | 7 % o K 2 {h# 23MFE T X AR @ L
or to leave their account open for others to =0 L2pnWE H cksET A 58RIl R L
use? —=2 7B Y ETh

9 A | Is there a system and/or process to ensure the | [ 2R B AL Al 28 2ARAEHI 2 7= - T
investigator has oversight of and continuous elSFECER A B L, I T 7B A 952
access to elSF records for the full retention CEWMEICTAVATALAERDY (L) et
period? AL 0 ET D
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No B R & RIER

10 A | Can the monitor, auditor and inspector, within | & =% — B ME K OELZEIL, HiH
reasonable timeframe, obtain direct accessto | &K A2 FITTX B X 12, B BN
elSF records in order to perform their 12, elSF Sl ~DEET 7 v AL TS T
regulatory duties? F9 0,

Note. The investigator (or appropriate IE) FEIEABR EIEIER (R FF DICHEE)
delegate) should be available to browse the [ A BEE =4 ) S CHERE A
records on demand in case of audit, inspection L& GRS TE ZUNERH D FF, =
o; for mqnitoring ;Jurpose.flt f:'s recommended DIELEIG . F AR AT & [ 505 B
this requirement be part of the contract e st s
between the sponsor and the investigator (or g%ﬁ(igfﬁff%%@ffﬁi?@j; i)/j;(_)( P7
the study center). K O - ° o

11 7 | Is there a documented site procedure in place | Effizk 21T, Sifb s Bk L 3 A KRR
to ensure study staff are not unintentionally BWTHERABRITRARBE N - CTHEEME
unblinded in studies where this is a TAZLERNRNWE DT ATEZDODOTFIEERD
requirement? D ET A,

Note. If your site does now or may in the future JE) BLEXR T IFHNS BRI S 7 et 2
handle blinded studies, this question must be ETBIEL. m DB LTI L TR
answered. For example, information on . | g gl /2 \JGHOM Y 111147 5 1R
pharmacy distribution should not be available SR ) i o . -
e et 0 see ?;L f/?;féfih FRSIE D A IR0 S 5

12 Is there a limited number of unsuccessful log- | BEWVO T AT AL > TSN R 7 A
in attempts permitted by the system? VRBEIEICHITRIZ 3 0 £377D>,

Note. An example of an unsuccessful log-in V) m 2 o LT, NR DT — A

attempt is a forgotten password. This may be BB 0 FF, I IR E R i O E

handled via the site operating system and JH o X7 AR OB FNG, K/FEHR & R 7 A

associated procedures or via the EHR system. (CE DSESHTNE2D LAFEA,

Site must ensure that this feature is installed SR LI TIL. = DEEREI S 2 X | L

and 1" EJ, BN S0 TB 2 & EMEI L7lT
FULR D EHA,

13 Does the system keep a log of unauthorised BHFEWO AT LN, RIERT 78 ADRAR
access attempts and is there a process in place | ZF 28 L CWET 0, £7/2. RIET7T 7 A
to periodically review the log of unauthorised | 47> 1 7' % EHIICHER T 2 7 0 A R3ER1T
access attempts? S TUVET D,

Note. An example of an unauthorised access IE) FIEL T 2 XDEADHE LT
attempt is a hacking attempt. This may be FORE D FT "I E R
handled v(;a the sge operating;ystem and DS o R 7L J6 ONERETFNE. X/TEHR o <
associated procedures or via the EHR system. — L
Site must ensure that this feature is installed %;;;%;;;g;ﬁ;& )fi))}%;gﬁf ﬁio A
and turned on. S ER, BT TS T & FHEEICL
RITHITZR D EVA,
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14 Does the system require secure access via BEWOIATNIROL S X T 27T
(Check all that apply) JEAZERLTWESTD, (HTEELDL
O  Required password change (indicate DETICF v 7 EZANTLEE N, )
interval in the comment block) O NAU— RERZSR (RERREZ A
O Fingerprint Millc ZFAL 2SN, )
[0 Face recognition O s
O Device (e.g. smart phone code) O Eaar
0 Single Sign-on O FAAR (Re— T 4o o R
[0 Other NP NPFERN
: . . O Yo7y Agrty
Note. Site must ensure that this feature is
: . . O =off
installed and turned on. If access is provided Ty b
via a password, site is responsible for IE) Mk Eﬁ%é@jﬂ{ﬂﬂ T/, DR J)%:
establishing reasonable intervals. If managing | F ~,/béj7,: AR 0 TS = & ZEE
password updates via a process, the site must IZLRITIULTRY FU A, YR — FIZLS
provide and enforce a documented site process | 7 7 T X PLEHES I S B 5, MKk ZE il
requiring password change. FNT 2R B G E K ET SEEDPD D F
T, SAE T RERIZL o TEHT 354,
R R il TN R T — N 2 R
BXENEIE 7 7 EIZHIT, Ehgl Rl
FUELR D FEH/A,
15 Is there a process that in case of security TIAN— T —ENR{RTDEX2U T o
incident that exposes privacy data, the sponsor | 4 > 35 o M 2354 U512, R K
and relevant data protection supervisory HEFE K OV 4% data protection B Y fH 2@
authority are notified? T H7atEAEH 0 E£90,
16 Is there an automatic log-off or other access BEDN 2V RIE CT— ERERBI A RGE L7251z
lock (e.g., password protected screen saver) EEd 5, BEin 747 X iZFomo7 7 &
after a period of inactivity? Za sy ZHRE (AU — RN EEINTZAZ Y
—r— =) DY ETD
Note. Site must ensure that this automatic IE) B EE E i AE TIE. T D BERES
feature is installed and turned on. If using SR E P BN TINE LR
password protected screen-saver function from eI L 2P RUTI D) FH A, T T
your laptop or desktop system to satisfy this — e e
requirement, users should not have the ability %‘7;{ 7 /\‘,y 7,?,/\ 27— F éfgéﬁér X,f 7
— = N—ERE S FIH L T Z DS
to turn off the password-protected screen LTIV BIEL R et N i 3 A
saver functionality. T . - . NS
N T BHERE 2 ——IZ 52 5XETIIH
N FHA,
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Data Backup, Retention and Recovery (7 — % /N 7 7 v 7 %%, 1HIH)

No =) B RIER

17 Are there sufficient system and/or process o —, BEEHEYE UIAEREICLDE
controls for backup and recovery procedures, | Z2HIZIEK TX 2 BB 2 G, NI T v/
that includes documentation that can be LK OMEIHFNED 72D D+5378 2 A7 LK
produced for inspection by a monitor, auditor (X)) Yevraryho—ARnHo £4
or inspector? i
Note. This may be handled via the site VE) RS E R i DES R A
operating system and associated procedures or T OBETNG. XITelSF 2 X 5417 - 0 5P
via the elSF system. ERTOBH5b LILETA,

18 | Are there process or system controls in place elSF FLék M OB 2 & 7 — % (BE A GER % &
to ensure that the elSF documents and o) DNFHAAFRETH Y . REttEndH Y | BHE
associated metadata (including audit trail), BEETHY . HEITRD LN AHRICHT -
continue to be available, are human-readable | 7 —% ¢ 7| E S5 2 & A2EEICT S
and understandable, and are retained in an FRv A NI AT AT hr— L Eh Y F
archive for the legal period? F
;\Iote/. Sites are respog;ible/for kr/7owing tZe 7E) BEERER E RSt R TR0 B
egal retention period for clinical researc PSS - , 4 >
source records and for ensuring that methods 5ﬁmﬁiﬁ%@5nﬁfﬁwﬁé%/gzé}*ﬁ V< {)
employed to meet this requirement are e /175%//:7'?& 7 ﬁwﬁ% PSS =
working. &L EHEEIZT SEIERD U ET,

19 A | Is there a documented process for continuing BHEVWWOVAT AT VA TE R o Tm
operations if the system is not accessible? BEICER MR T A0 E I n-7
Note. There should be a documented site 2EARNH Y FT 0,
process/plan describing how to handle an JE) BRI E AR Y T, BRA X E A
emergency or unexpected shutdown. Site D NI NS S IEFFH L
should have access to these documents. The B X T R R B ST S T
site should confirm and request immediate Bb 0 FF HEABERGE. S 5D
remediation if there is nothing already in place BT o X CEBUERS D ET
and/or if the process has not been tested. ?ﬁ%%}ﬁi@%ﬁ/?ﬁéﬁ? L ® ngj;}f& g

A RO (R1E) Frt X872 P& TY
RUVGE B IE #7535 )
EX
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recovery from a disaster and/or an unexpected
system unavailability?

Note. The group responsible for backups,
recovery plans for the system
software/hardware (whether it is your IT
department or a vendor) should have a
documented site process describing how
recovery from an emergency or unexpected
shutdown will be handled and proof that this
process was tested. Site should have access to
these documents. The site should confirm and
request immediate remediation if there is
nothing already in place and/or if the process
has not been tested.

No B B R
20 Is there a documented and tested process for | $§22 . KON (%) TFHILZ2W 25 AF]H

RALREENDEIHT 27200 CE LS T,

T A RNEHROT O ANH D ET D,

JE) N 2 T TR R TN T N T
SoN— N TIZ BT S A BT E
DENT (T BP0 (203000 5 ) M
KR ERE L TOXENShE Tt
XERIT, BRI N Dy 57
DPHEDEIH G EE#E L Tl < LERBD D F
T, F DTSR ERP TR NS
FHRNTESZL INITL TESLEZRZ D D F

T, X6, CHOEDXEIZ T2 TES
LI L TESLERD VET, AR E
H MY TRER Uy & LXZEDB 055, &
O (R1E) 7rEZXPT R, 5
& B IEE KR T S LB R D D ET,

System Development & Maintenance (3 A7 ABH¥E « {#5F)

No =S| & RIER

217 | Are there documented records showing that VAT LOFHE IR HE D EE TH D (£
those maintaining or using the system are NENENY B TENTFBEE2ZITT H72012
qualified (have the necessary training and VB N L —= U P RUORBAA L TWD) D
experience to be able to perform their L AEIRTESETENH Y T,
assigned tasks)?

22 Does the site utilise a process to demonstrate | figkix, 2> Vo —Z (b AT ADBE3E., K
that the development, hosting, deployment AT 4T, FTTaA XA b, FOMEST (&
and maintenance (e.g. system changes) of the | 25 AZEHE) NI ANY F— h XL, X
computerised system is sufficiently validated B ENTWARI LA REAL YTk X
and documented? Z W TUOET D,

23 | Are there processes to address computerised AL a—Hb AT LD T N B
system incidents through to their resolution? WIZEAE THNT A7 ez 21T3HY £9°

3

24 Is there a process to periodically review and AT A, B, N—T g ) ) —x2 0 KR
affirm the continued suitability of the AT ADALVE 2—T 4 VT RE~DOEE
computerised system taking into accountthe | |z X AIE/EMI/R BHE Y A 7 RO A 2T
potential cumulative risks and impacts of ANT, 3 a—2Ey A7 LDk 72
changes to the system, requirements, version WOIEE EHEIC L Y 2 — L CHERT % 7 o
releases, and computing environment of the Pt VSR
system?
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25 | Are there sufficient information security X VT 0 LOMEEZER, ik, #59
practices to manage, preclude, and report Ao+ iERER 2 U T 0 kR EE
security issues? EHTWET D,

Note. This may be handled via the site JE) SR AR E R A DE ] S R T A

operating system and associated procedures. T ONBEREFNGIZ I 0SS TS 0b L

The site should ensure the method employed is FUA, BB E Rt SR

working and documented. Site should check FEREII. I TING " & B EEIS

with their lTsupp(I)rt thatdcybzr se(cjurity o #ﬁé;ﬂgj)\% T @%ﬁ?ﬁgﬁ%}ﬁi@éﬁj‘

measures are in place and updated regularly. ' . — . o
YA N—F 2 VT SN E X, EH
HHNEEF S TS Z E&IT HA— MR
TELEDH D E T

26 | If electronic records are received from other fhD T AT I (NESUIINES) 761 Risk
systems (internal or external), are there BAETAIREE. FNODOY AT ANSSE
appropriate technical or procedural controls to | 4~ 2 F04k DR o O VT 7V T ¢ AARGE
assure confidentiality and integrity of records T2 7= O R R T R X oy b
received from these systems? 0 — L RFT SN TUVET D,

27 ~ | If this computerised system is provided by a WMEaLa—X b AT AN —E 271
Service Provider, are there formal agreements | /31 %' —|C Lk o TSN LA, 1) FYF
in place to clearly define 1) responsibilities of Z (FEERRABEHEHESR., Y— X7 a8
each party (Site and Service Provider and — RO —E R TN X —D GxP BE T
Service Provider's GxP-related subcontractors) | ztwe) 3 TR ) F—tRATENSL
and 2) oversight of the Service Provider? — DB 2N TR B 7 ERAe 5K
Note. The department responsible can achieve FADH Y 29 D,

: Ve i L % ¢ g
this by an appendix to the contract, an SLA f)yfzigi %fjifﬁ//ﬁ ff_—‘;gAWg:L #5
(Service Level Agreement), or in a "statement R - R Jo . ) -
of work" that can be downloaded from the F225 {/ &{g B FCE SRR T
vendor website. LD SO TE LT

28 If electronic signatures are used in this system | BEWD > 27 A CREKRREBRE(E 274 7=
to fulfill clinical research requirements, areall | WIZEFEZLEZFH L TCWAEES. UTFTDE
of the following true: 1) it is permanently P2 _RTYTITE Y £30 1) FNFND
linked to its respective record, 2) it includes SERIC KB v ATV, 2) B4
the name of the signer, 3) it includes the time AWEENTND, 3)ETBLNEM ST
and date of e-signature execution, 4) the AR OEZNEENTNS, 4) BTELIC
meaning a(ssociated with thefe-signature is BT 2 SRR SN TS (B, T,
indicated (e.g., creation, confirmation, = 4 .= AN N _
approval), 5) system can recognise if a record %”“gjﬁi}h ‘5) :274;/63”,%%75)65( S %u é\‘ﬂt
has been altered and make the signature S S ERBLEAZINCT H I LNTE
invalid Do
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eSource Readiness Assessment
eClinEcal Form/S

orum
Assessment of eSource (EHR) Systems Used for Storing Source Data During Clinical Trials

About the eSRA This eSRA Form/S allows a site to assess the GCP compliance of their systems that provide data for clinical

ChecKklist... research. Sponsors and sites will use the assessments to discuss any risks and appropriate solutions. Note,
this form is to be reviewed/completed in conjunction with the Handbook, in consultation with IT staff and
other site staff as applicable.

Investigator Site

Please complete one Form/S form for each system that will be used as the source for data in a clinical trial.

Day Month Year

Date of eSRA Completion |:| [ [

Your Institution

. o Official Site
Official Institution Name Name (within
institution)
Address line 1 Centre Number
(Optional)

Address line 2

Site Description

City

State / Region

Postal Code L I

Country [ |

User Contact Details Backup User Contact Details

First Name

Last Name

Phone Number (optional)

E-mail Address | | | |

Role
System Details
System Name | | Developer/Vendor | |
Company Name
Version Nurber 1 Reewe oy [ Mot ] vew [

Date

Modules applicable to this
assessment
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Description of System O Electronic Health Record System (EHRS) or Electronic Medical Record System (EMRS)
QO Laboratory/Diagnostic System
o Imaging System (e.g., x-ray, CT scan)
O Pharmacy System (if used to hold records of participant medication dosing)
QO Radiology System
Q Other eSource System (specify) | |

If system is certified by a national authorising body (e.g., the U.S. ONC Health IT Certification Program), list the certification body name, certification name and
version, date of certification. Note: If this system becomes decertified, all sponsors must be notified of the reason and this form must be updated.

eSource System Criteria

Please provide an answer for each question in order for the assessment to be considered complete.

Assessment Question Investigator Site Comment -- If response is "No", additional information and/
Response or plans to correct deficiencies are required. (Max: 120 char)

Records for Clinical Research

1. Can all patient records captured in the EHR system be retrieved and O Yes
reviewed in a way that is attributable to one trial participant? O No*
Note. ALL patient records do not need to be stored in this system, however all records in the system must be able to be attributed to a particular patient. This is NOT about linking to

a clinical patient ID, but rather about being sure that all records are attributable to an individual.

2. A Are all records given to the sponsor via electronic or manual means QO Yes
de-identified, such that they do not contain any patient-identifiers that o No
are prohibited by the country in which the clinical trial is taking place?

Note. If access to an electronic site system by a sponsor/CRO results in files being automatically downloaded to their laptop, the answer to this question would be “no”. It is not
permissible for personal health information to be downloaded (even inadvertently) to a sponsor/CRO personal computer.

Audit Trail
3. Does the system have a readable, readily available, and indelible o Yes
audit trail to include recording date/time/originator? O No*
Note. Site must ensure that audit trail (audit log) functionality has been installed and is working correctly. If an appropriate audit trail is not available, additional process controls,
such as a signed and dated print out, will have to be introduced to maintain the information.
4. Does the audit trail include the reason for change of any trial O Yes
participant data change or deletion if this is legally required in o No *
our region?
y 9 O na
Bl If an appropriate audit trail is not available, additional process controls, such as a signed and dated print out, will have to be introduced to maintain the information.
5. Are there processes and/or system controls in place that prevent O Yes
the modification of the audit trail or turning off the audit trail or O
- . o
changing system date/time?
Note. This may be handled via the site operating system and associated procedures or via a hosting vendor. The site should ensure the method employed is working.
6.0 Does the system and/or process adequately provide for identifying the O Yes
local time of patient events?
O No
O na
Note. Where the system use may span time zones or the system may be located in a different time zone than where the study is being conducted, the time zone of the investigative

office (e.g., local time to the patient) should be used in the audit trail, or there must be a clearly documented consistent way to derive the local time from the timestamp on the
audit trail.
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Assessment Question Investigator Site Comment -- If response is"No", additional information and/

Response or plans to correct deficiencies are required. (Max: 120 char)
Access Control

7. Does the system have the ability to create, maintain, apply and O Yes

revoke the roles, access permissions and capabilities of each o No *

user that accesses the system, such that users have access only

to those system functions and data that are appropriate to their

role?

Note. Sites must ensure that accounts are configured so that users have access to only those features that they should have access to (often referred to as roles). Also, there

should be an administrator to grant accounts to users upon justification of their need for an account. A process should be in place to ensure that access is removed when an
employee no longer has justification for using the system (such as getting assigned to a different area or leaving the organisation). If you are using a hosted system, be
sure that the vendor will provide the user administration and that you understand and employ the process for obtaining and removing accounts.

8. Is there a process to periodically produce and review a list of all o Yes
users, including past users, their access levellrights and the start O No+
and end date of these access rights? o

Note. The site personnel log should also include other non-site persons who may have access to the clinical study/trial electronic source data. This report does not have to be
kept by the investigator, but should be available, upon request, from the IT department or vendor which maintains the system.

OF Is there a policy/proceduref/training that each account is assigned to one QO Yes
dedicated user and that instructs users not to share their account or to leave 0O

their account open for others to use? No

10.~  Can the monitor, auditor and inspector, within reasonable timeframe, obtain O Yes

direct read-only access to records of only participants of this clinical trial? O No*

Note. The investigator (or appropriate delegate) should be available to browse the patients’ record on demand in case of audit, inspection or for monitoring purpose. It is
recommended this requirement be part of the contract between the sponsor and the investigator (or the study center). If you are under the jurisdiction of MHRA, please see
additional information in Section 3.4 of the eSRA Handbook.

11.~  Is there a documented site procedure in place to ensure clinical trial staff are o Yes
not unintentionally unblinded in trials where this is a requirement? O No

O wna

Note. If your site does now or may in the future handle blinded studies, this question must be answered. For example, information on pharmacy distribution should
not be available for study staff to see.

12. Is there a limited number of unsuccessful log-in attempts permitted by O Yes
the system? O No*
Note. An example of an unsuccessful log-in attempt is a forgotten password. This may be handled via the site operating system and associated procedures or via the EHR system.

Site must ensure that this feature is installed and turned on.

13 Does the system keep a log of unauthorised access attempts and is there o Yes
) a process in place to periodically review the log of unauthorised
access attempts? O No
Note. An example of an unauthorised access attempt is a hacking attempt.This may be handled via the site operating system and associated procedures or via the EHR system.

Site must ensure that this feature is installed and turned on.

14. Does the system require secure access via (check all that apply)

O Require password change
(indicate interval in the
comment block)

Fingerprint

Face Recognition

Device (e.g. smartphone code)
Single Sign-on

OoOooono

Other | |

Site must ensure that this feature is installed and turned on. If access is provided via a password, site is responsible for establishing reasonable
intervals. If managing password updates via a process, the site must provide and enforce a documented site process requiring password change.

Note.
15. Is there a process that in case of security incident that exposes privacy Q Yes
data, the sponsor and relevant data protection supervisory authority are o .
notified? L
16. Is there an automatic log-off or other access lock (e.g., password o Yes
protected screen saver) after a period of inactivity? If "yes", please O No*
indicate in the comment block the period of inactivity before the °
automatic log-off.
Note. Site must ensure that this automatic feature is installed and turned on. If using password protected screen-saver function from your laptop or desktop system to satisfy

this requirement, users should not have the ability to turn off the password-protected screen saver functionality.
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Assessment Question Investigator Site Comment -- If response is "No", additional information and/

Response or plans to correct deficiencies are required. (Max: 120 char)
Data Review
17. Does the system have the ability to produce a copy of data (which O Yes
includes associated audit trails and any decoded data) in appropriate O No
file format that facilitates review, searching and analysis?
Note. If your system does not provide this, a documented site process should address how a certified copy could be produced.
Data Backup, Retention and Recovery
18. Are there sufficient system and/or process controls for backup and o Yes
recovery procedures, that includes documentation that can be O N
f ] X R X No
produced for inspection by a monitor, auditor or inspector?
Note. This may be handled via the site operating system and associated procedures or via the eSource system.
19. Are there process or system controls in place to ensure that data and O Yes
metadata (including audit trail) continue to be available, human- O NS
readable and understandable and are retained in an archive for the 0
legal period?
Note. Sites are responsible for knowing the legal retention period for clinical research source records and for ensuring that methods employed to meet this requirement are working.
20. Is there a documented process for continuing operations if the system is QO VYes

not accessible?

O No

Note. There should be a documented site process/plan describing how to handle an emergency or unexpected shutdown. The site should have access to these documents. The
site should confirm and request immediate remediation if there is nothing already in place and/or if the process has not been tested.

21. Is there a documented and tested process for recovery from a disaster or O Yes
unexpected system unavailability?
QO No
Note. The group responsible for backup and recovery of the system software/hardware (whether it is your IT department or a vendor) should have a documented site process

describing how recovery from an emergency or unexpected shutdown will be handled and proof that this process was tested. The site should have access to these
documents.The site should confirm and request immediate remediation if there is nothing already in place and/or if the process has not been tested.

System Development & Maintenance

22%0 Are there documented records showing that those maintaining or using Q VYes
the system are qualified (have the necessary training and experience to N
be able to perform their assigned tasks)? O no
23. Does the site utilise a process to demonstrate that the development, QO Yes
hosting, deployment and maintenance (e.g. system changes) of the
computerised system is sufficiently validated and documented? O No *
Note. When purchasing or upgrading software, it is typical to have a list of requirements for what it should do and then test to see that it does perform those functions. Validation is a

formalization of this process and good business practice. Validation is only required for the parts of the system (modules) necessary to comply with clinical research
requirements. All validation/testing activities should be documented such that they can be audited by the sponsor or inspected by a regulatory agency. If the system is
upgraded to a new version the changes might require validation, depending on the extent and the scope of the changes. The site must keep track of what version of the system
was in place on what date.

24. Are there processes to address computerised system incidents O Yes

through to their resolution? o No
25. Is there a process to periodically review and affirm the continued o Yes

suitability of the computerised system taking into account the potential

cumulative risks and impacts of changes to the system, requirements, O no

version releases, and computing environment of the system?
26. Are there sufficient information security practices to manage, preclude, O Yes

and report security issues? O

o
Note. This may be handled via the site operating system and associated procedures. The site should ensure the method employed is working and documented. Site should check

with their IT support that cyber security measures are in place and updated regularly.

217. If electronic data is received from other systems (internal or external), Q VYes
are there appropriate technical or procedural controls to assure o No
confidentiality and integrity of data received from these systems?

O na
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Assessment Question Investigator Site Comment -- If response is "No", additional information and/

Response or plans to correct deficiencies are required. (Max: 120 char)

28. 1 If this computerised system is provided by a Service Provider, are Q Yes

there formal agreements in place to clearly define 1) responsibilities

of each party (Site and Service Provider and Service Provider's GxP- O No

related subcontractors) and 2) oversight of the Service Provider? QO NA

Note. The department responsible can achieve this by an appendix to the contract, an SLA (Service Level Agreement), or in a "statement of work" that can be downloaded from the
vendor website.

29. If electronic signatures are used in this system to fulfill clinical QO Yes

research requirements, are all of the following true: 1) it is o No *

permanently linked to its respective record, 2) it includes the name of

the signer, 3) it includes the time and date of e-signature execution, 4) O N/A

the meaning associated with the e-signature is indicated (e.g.,
creation, confirmation, approval), 5) system can recognise if a record
has been altered and make the signature invalid.

Note. There is no requirement that electronic signatures are used unless expressly indicated in the protocol. The electronic signature can take various forms, including digital
signature, as long as they are legally valid within the jurisdiction where the research is to be conducted.

ADDITIONAL INFORMATION

Additional Comments from Site

| have assessed this completed document and | accept the risks and
mitigations identified in this document as per ICH E6 R3
2.12.10 and 3.16.1.vi and vii.

Principal Investigator signature and date

* Based on clinical research regulations and guidances, it is strongly recommended to mitigate this item, dependent on the nature
of the study, prior to using eSource from this system..

A indicates a process question that must be answered if the site is using a previously completed eSRA or Form/S from another
part of their organisation.

Instructions and License Agreement pertaining to this Assessment can be found in the eSRA Handbook which can be downloaded from https://eclinicalforum.org/site-sys-
assts.
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Investigator Site File Assessment

Form/F

About the ISF This Form/F allows a site to assess the GCP compliance of their Electronic Investigator Site File (elSF)

Assessment...

system. Sponsors and sites will use the assessments to discuss any risks and appropriate solutions.

Investigator Site

Please complete this form if your Investigator Site File System is or will be used to hold essential records for Clinical Trials.

Date of ISF Assessment Completion

Your Institution

Address line 1

line 2

City

State / Region

Postal Code

Country

First name

Last Name

Phone Number (optional)

E-mail Address

Role

System Details

System Name

Version Number

Is your system hosted (web-based) or on-site
(local)?

Day

I

Month

Year

Official Institution
Name

Official Site Name
(within institution)

Centre Number
(Optional)

User Contact Details

Backup User Contact Details

1

Release
Date

Developer/Vendor |
Company Name

www.eclinicalforum.org
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Year

1

Version 2026




elnvestigator Site File Criteria

Please provide an answer for each question in order for the assessment to be considered complete.

Note: Multiple roles within your organization may be needed to complete this form, such as study coordinator and site IT,
or other roles.

Assessment Question Investigator Site  Comment -- If response is "No", additional information and/or
Response plans to correct deficiencies are required. (Max = 120 char)
Audit Trail
1 Does the system have a readable, readily available, and indelible audit QO Yes
trail to include recording date/time/originator? O No *
Note. Site must ensure that audit trail (audit log) functionality has been installed and is working correctly. If an appropriate audit trail is not available, additional process

controls, such as a signed and dated print out will have to be introduced to maintain the information.

2. Does the audit trail include the reason for any record change or O Yes
deletion if this is required by regulation in your region? O No*
O nA
3. Does the system audit trail include record viewing and downloading? O Yes
O No
Note. If an appropriate audit trail is not available, additional process controls, such as a signed and dated print out, will have to be introduced to maintain the information.
4. Are there processes and/or system controls in place that prevent the O Yes
modification of the audit trail, turning off the audit trail, or changing N
system date/time? O No
Note. This may be handled via the site operating system and associated procedures or via a hosting vendor. The site should ensure the method employed is working.
5.4 Does the system and/or process adequately provide for identifying O Yes
ime?
the local time? O No
O wa

Note. Where the system use may span time zones or the system may be located in a different time zone than where the study is being conducted, the time zone of the
investigative office should be used in the audit trail, or there must be a clearly documented consistent way to derive the local time from the timestamp on the audit trail.

Access Control

6. Does the system have the ability to create, maintain, apply and O Yes
revoke the roles, access permissions and capabilities of each user O No*
that accesses the system, such that users have access only to those

system functions and data that are appropriate to their role?

Note. Sites must ensure that accounts are configured so that users have access to only those features that they should have access to (often referred to as roles). Also, there
should be an administrator to grant accounts to users upon justification of their need for an account. A process should be in place to ensure that access is removed when
an employee no longer has justification for using the system (such as getting assigned to a different area or leaving the organization). If you are using a hosted system, be
sure that the vendor will provide the user administration and that you understand and employ the process for obtaining and removing accounts.

o Is there a process to periodically produce and review a list of all O Yes
users, including past users, their access level/rights and the start o No
and end date of these access rights?

8. Is there a policy/procedure/training that each account is assigned O Yes
to one dedicated user and that instructs users not to share their O o
account or to leave their account open for others to use?

9.A Is there a system and/or process to ensure the investigator has O Yes
oversight of and continuous access to elSF records for the full (@) No *
retention period?
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Assessment Question Investigator Site Comment -- If response is "No", additional information and/or plans

Response to correct deficiencies are required. (Max = 120 char)
10. 7 Can the monitor, auditor and inspector, within reasonable timeframe, O Yes
’ obtain direct access to elSF records in order to perform their O o
regulatory duties?
Note. The investigator (or appropriate delegate) should be available to browse the records on demand in case of audit, inspection or for monitoring purpose. It is recommended this

requirement be part of the contract between the sponsor and the investigator (or the study center).

iy, & Is there a documented site procedure in place to ensure study staff QO Ves
are not unintentionally unblinded in studies where this is a O
requirement? 0

o N/A

Note. If your site does now or may in the future handle blinded studies, this question must be answered. For example, information on pharmacy distribution should not be available
for study staff to see.

12. Is there a limited number of unsuccessful log-in attempts permitted by O Yes
?
the system? O nNo*
Note. An example of an unsuccessful log-in attempt is a forgotten password. This may be handled via the site operating system and associated procedures or via the EHR system.

Site must ensure that this feature is installed and turned on.

13. Does the system keep a log of unauthorised access attempts and is Q Yes
there a process in place to periodically review the log of unauthorised o

No
access attempts?

Note. An example of an unauthorised access attempt is a hacking attempt. This may be handled via the site operating system and associated procedures or via the EHR system.
Site must ensure that this feature is installed and turned on.

14. Does the system require secure access via (Check all that apply)

Required password change (indicate interval in the comment block)

Fingerprint
Face recognition
Device (e.g. smart phone code)

Single Sign-on

oooaoan

Other | |

Site must ensure that this feature is installed and turned on. If access is provided via a password, site is responsible for establishing reasonable intervals.
If managing password updates via a process, the site must provide and enforce a documented site process requiring password change.

Note.
15. Is there a process that in case of security incident that exposes privacy O Yes
data, the sponsor and relevant data protection supervisory authority are O No
notified?
16. Is there an automatic log-off or other access lock (e.g., password O Yes
protected screen saver) after a period of inactivity? O nNo*
Note. Site must ensure that this automatic feature is installed and turned on. If using password protected screen-saver function from your laptop or desktop system to satisfy

this requirement, users should not have the ability to turn off the password-protected screen saver functionality.

Data Backup, Retention and Recovery

17. Are there sufficient system and/or process controls for backup and O Yes
recovery procedures, that includes documentation that can o No *
A q A A A [o]
be produced for inspection by a monitor, auditor or inspector?
Note. This may be handled via the site operating system and associated procedures or via the elSF system.
18. Are there process or system controls in place to ensure that the O pes
elSF documents and associated metadata (including audit trail), o No *

continue to be available, are human-readable and understandable,
and are retained in an archive for the legal period?

Note. Sites are responsible for knowing the legal retention period for clinical research source records and for ensuring that methods employed to meet this requirement are working.

19.7 Is there a documented process for continuing operations if the system O Yes
is not accessible? O o

Note. There should be a documented site process/plan describing how to handle an emergency or unexpected shutdown. Site should have access to these documents. The
site should confirm and request immediate remediation if there is nothing already in place and/or if the process has not been tested.
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Assessment Question Investigator Site Comment -- If response is "No", additional information and/or plans

Response to correct deficiencies are required. (Max = 120 char)
20. Is there a documented and tested process for recovery from a disaster Q Yes
and/or an unexpected system unavailability? O No
Note. The group responsible for backups, recovery plans for the system software/hardware (whether it is your IT department or a vendor) should have a documented site process

describing how recovery from an emergency or unexpected shutdown will be handled and proof that this process was tested. Site should have access to these
documents.The site should confirm and request immediate remediation if there is nothing already in place and/or if the process has not been tested.

System Development & Maintenance

21, A Are there documented records showing that those maintaining or using o Yes
the system are qualified (have the necessary training and experience to O No
be able to perform their assigned tasks)?

22, Does the site utilise a process to demonstrate that the development, o Yes
hosting, deployment and maintenance (e.g. system changes) of the O Mot
computerised system is sufficiently validated and documented?

23. Are there processes to address computerised system incidents o Yes
through to their resolution? O o

24. Is there a process to periodically review and affirm the continued O Yes
suitability of the computerised system taking into account the potential e}
cumulative risks and impacts of changes to the system, requirements, No
version releases, and computing environment of the system?

25 . Are there sufficient information security practices to manage, preclude, QO VYes
and report security issues? o)

No
Note. This may be handled via the site operating system and associated procedures. The site should ensure the method employed is working and documented. Site should
check with their IT support that cyber security measures are in place and updated regularly.

26. If electronic records are received from other systems (internal or O Yes
external), are there appropriate technical or procedural controls to O o
assure confidentiality and integrity of records received from these
systems? o N/A

27. 7 If this computerised system is provided by a Service Provider, are O  ves
there formal agreements in place to clearly define 1) responsibilities of O
each party (Site and Service Provider and Service Provider's GxP- No
related subcontractors) and 2) oversight of the Service Provider? (@) N/A

Note. The department responsible can achieve this by an appendix to the contract, an SLA (Service Level Agreement), or in a "statement of work" that can be downloaded from the
vendor website.

28 If electronic signatures are used in this system to fulfill clinicalresearch O Yes

' requirements, are all of the following true: 1) it is permanently linked to O nNo*
its respective record, 2) it includes the name of the signer, 3) it includes
the time and date of e-signature execution, 4) the meaning associated @) N/A

with the e-signature is indicated (e.g., creation, confirmation, approval),
5) system can recognise if a record has been altered and make the
signature invalid

ADDITIONAL INFORMATION

Additional Comments from Site

| have assessed this completed document and | accept the risks and mitigations
identified in this document as per ICH E6 R3 2.12.10 and 3.16.1 vi and vii.

Principal Investigator signature and date

*Based on clinical research regulations and guidances, it is strongly recommended to mitigate this item, dependent on the nature of the study, prior to using
eSource from this system.

A indicates a process question that must be answered if the site is using a previously completed elSF assessment or Form/F from another part of their
organisation.

Instructions and License Agreement pertaining to this Assessment can be found in the eSRA Handbook which can be downloaded from https://eclinicalforum.org/site-
sys-assts.
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