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About the eClinical Forum:

Established in 2000, the eClinical Forum emerged as a response to the
transformative impact of Electronic Data Capture on Clinical Trials. Initially
centered on Data Management, we have since expanded to encompass all

facets of Clinical Research and Development. Operating as a global not-for- AR i s
profit organization, we unite over 65 member companies from ec ll n |cal
pharmaceutical and biotech companies, CROs, technology providers, and forum

healthcare organizations. As a member-driven network, we are committed to
fostering dialogue and knowledge sharing among industry stakeholders. We
organize working groups that regularly convene to explore regulatory changes
and technological trends. This document is the result of such a working group
and is part of our document repository (www.eclinicalforum.org).
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2. Introduction

The integrity and reliability of clinical trial data are essential to ensuring patient safety, meeting regulatory
expectations, and advancing medical knowledge. As the industry continues its transition toward electronic
systems such as Electronic Data Capture (EDC), electronic Clinical Outcome Assessment (eCOA) and
Interactive Response Technology (IRT), the role of audit trail data has grown in importance. Audit trails
provide visibility into the history of data entry/changes, user activities, and system interactions, making them
a foundational tool for transparency, traceability, and quality assurance in clinical research.

There is increased scrutiny by regulatory agencies on the collection of investigator signatures as evidence of
the overall oversight on the eCRF data reported to the sponsor.

Due to different interpretations on the timing and frequency for the collection of the investigator’s signature,
an eCF Task Force has been formed to identify best practices that are based on the compliance to regulatory
requirements and on risks such as reputation, credibility, legal liability of the data being used by the sponsor.

The intent of this document is to provide a framework for individuals’ risk-based decisions and best practices
for implementing solutions for investigators’ signature collection on data reported to sponsors.

For the purpose of this document, data that are not collected in the eCRF cannot be considered in scope of
the investigator’s signature. This is because of the fundamental requirement that an electronic signature
should be linked to the records being signed to ensure that the signature cannot be excised, copied or
otherwise transferred (See 21 CFR Part 11.70).

Note: Considering the clinical research evolution and the incremental use of different data sources, section
7 has been created for data collection tools different from eCRF.

3. Regulatory requirements

Principles from existing regulatory guidelines apply, irrespective of the type data collection format (paper or
electronic). This document is based on regulatory requirements reinforcing expectations on collection of
investigator signatures in EDC solutions:

e In September 2013, FDA published the Guidance for Industry on Electronic Source Data in Clinical
Investigations and indicated that to comply with the requirement to maintain accurate case histories,
clinical investigator(s) should review and electronically sign the completed eCRF for each subject
before the data are archived or submitted to the agency. If changes are made to the eCRF after the
clinical investigator(s) has already signed, the changes should be reviewed and electronically signed by
the clinical investigator(s).

e J-GCP Art. 47 does not allow the delegation of the signature on the eCRF. (“The investigator shall
inspect the case report forms prepared by the sub-investigator and upon confirming the content
thereof, should sign and seal them”).

e In March 2023, EMA published the Guideline on computerised systems and electronic data in clinical
trials. Section 6.3. Sign-off of data provides details on a risk-based approach to timing and frequency
of investigators’ signature collection on data entered data acquisition tools (e.g. eCRF).

e ICH E6 R3 section 2.12.5 indicates that the investigator should ensure the accuracy, completeness,
legibility and timeliness of the data reported to the sponsor in the data acquisition tools completed by
.. Best Practice Document:
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the investigator site (e.g., case report form (CRF)) and in any other required reports (e.g., SAE reports).
The investigator should review and endorse the reported data at important milestones agreed upon
with the sponsor (e.g., interim analysis) (see section 3.16.1(0)). Section 3.16.1(o) indicates that the
sponsor should seek investigator endorsement of their reported data at predetermined important
milestones.

4. General requirements

An electronic signature consists of at least two distinct identification components, such as an identification
code and password and should clearly indicates all the following:

1. The name of the signer;

2. The date and time when the signature were executed;

3. The meaning (such as creation, confirmation, or approval);

4. Electronic signatures are permanently linked to their respective record(s).

For investigator’s signature meaning on eCRF data, it is recommended to indicate that the electronic
signature is equivalent to that of a handwritten signature and when executed it is done to confirm that eCRF
data is accurate and complete.

Unless otherwise required by local regulatory requirements (e.g. J-GCP Art. 47), the signing of the eCRF data
can be delegated to an appropriately qualified person of the investigator’s staff. The investigator should
maintain a list of appropriately qualified persons to whom the investigator has delegated these trial-related
duties, including the signing of the eCRF data (ICH E6 R3, 2.3.3).

5. Risk-based approach

The sponsor should mitigate risks to critical processes and data, ensuring that all aspects of the clinical trial
are operationally feasible, without adding unnecessary complexity. These principles apply to the collection
and controls of investigator’s signature on the eCRF data.

Even if there are other records at investigator sites that may demonstrate investigator’s supervision, some
regulators see the investigator signature as an indicator of the overall oversight of the trial rather than just
an attestation of the accuracy and completeness of the eCRF data being submitted to the sponsor.

When a more frequent collection of the investigator’s signature is required, it is recommended that such
intervals are established, documented and clarified with the investigators prior to starting the eCRF data
collection.

To identify the frequency/timing of the investigator’s signature collection, it is recommended to use a risk-
based approach that considers:

e The investigator’s accountability on the accuracy/completeness of the data as per regulatory
requirements and ability to demonstrate oversight on the clinical trial data;

e The identification of data that is critical to ensure human subject protection and the reliability of trial
results;

e The transcription of data versus data directly entered in the eCRF, as source;
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The methods used by the sponsor to assure and control the quality of the data, which are
proportionate to the data risks and the importance of the information being collected;

The intended use of the collected data by the sponsor, such as, but not limited to:
o Interim or final analysis for regulatory submission,
o Regulatory discussion,
o Other external exposure to data (e.g. adjudication),
o Sharing of data for transparency initiatives,
o Publications and posters,
o Institutional Review Board (IRB) data listings,
o Final archival.

How missing signatures will be addressed based on the potential impact to data integrity for the
intended use of the data (see above). The following missing signature classifications should be
considered:

1. eCRF never signed by investigator,
2. eCRF signed by investigator but subsequent change(s) to data require re-signature,

3. eCRF have been signed by investigator but background activities that did not impact the eCRF
data (e.g. validation rules, query management etc.) invalidated/broke the signature.

NOTE: For the first and second categories, it is strongly recommended that the investigator
signature is obtained before proceeding, for example, with database lock.

For the third category, while ideally the investigator should re-sign the eCREF, if this is not done, it is
recommended to document the justification to not recollect the investigator’s signature (e.g. a
memo kept with the database lock documentation). If possible, evidence that no data has changed
should also be provided (e.g. a report of changed data).

6. Recommended functionalities

To facilitate the collection and the monitoring of the investigator’s signature on the eCRF data, the following
EDC functionalities are recommended:

A NETWORK POWERED BY PEERS

Ability to configure the meaning of the electronic signatures;

Ability to invalidate or break the electronic signature on the eCRF data when data changes are made
by the investigator staff;

Availability of audit trail data of the signature events for reviews and copying;
Ability to easily identify the time-zone used;
Ability to provide a listing of data changes that occurred between initial and subsequent signatures;

Visibility of unsigned eCRFs for immediate identification;
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e Ability to link one electronic signature to all the eCRFs data associated with an individual subject or to
sign at the eCRF page level;

e Ability to collect the electronic signatures any time during the clinical trial;
e Ability to support the signing of the data at pre-defined time points;

e Ability to define if electronic signatures can be applied at form level, at visit level and at subject level
(e.g. casebook);

e Ability to review an investigator’s access to ensure they routinely log into the eCRF system;

e Ability to review the time between eCRF entry and investigator’s signature.

7. Other data collection tools

Most of the above-mentioned practices are applicable to other data collection tools, such as eCOA tools or
novel digital health technologies, if used in a clinical trial under the supervision of the investigators.

In the current environment, with the increased use of new technologies (e.g. connected devices, BYOD etc.),
the investigator’s evidence of supervision might have a different weighting, and its meaning might be better
associated with the assessment/evaluation of clinical data, instead of the accuracy and completeness of the
collected data.

Whenever there are technical limitations, alternative methods might replace the use of electronic signatures,
as readable and enduring evidence of supervision.

Alternative evidence of oversight might be demonstrated using (but not limited to):
o Workflows;
e Confirmation dialog boxes;
e Custom buttons;
e Audit trail;

e Access logs.

8. Next steps
e Critical thinking - keep on disciplined evaluation for application of regulatory requirements, by:
e Continuous monitoring of regulatory expectations;
e Sharing members’ experience on implementation and regulatory findings (if any);

e Brainstorming for an industry definition of the “meaning” of signature on data reported to sponsors
during both traditional and non-traditional clinical investigations.
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Abbreviations

Abbreviation Meaning

21 CFR Part 11 | Code of Federal Regulations Title 21 Part 11 (Electronic Records; Electronic Signatures)

BYOD Bring Your Own Device

eCRF Electronic Case Report Form: A data acquisition tool designed to record protocol-
required information to be reported by the investigator to the sponsor on each trial
participant. (ICH E6 R3, Glossary)

eCOA Electronic Clinical Outcome Assessment

EDC Electronic Data Capture

EMA European Medicines Agency

FDA Food and Drug Administration (United States of America)

GCP Good Clinical Practice

ICH E6 R3 International Conference on Harmonization E6 - Guideline for Good Clinical Practice - R3

J-GCP Japan GCP
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Appendix 1: DISCLAIMER and LICENSE for FAIR USE of eCLINICAL FORUM MATERIALS

This work is the property of the eClinical Forum and is released under Creative Commons — Attribution-Non-
Commercial-No Derivatives 4.0. Under the terms of the license, you are free to:

Share, copy and redistribute the material in any medium or format

The licensor cannot revoke these freedoms if you follow the license terms.

Under the following terms:

Attribution: You must give appropriate credit, provide a link to the license, and indicate if changes
are made. You may do so in any reasonable manner, but not in any way that suggests the licensor
endorses you or your use.

Non-Commercial: You may not use the material for commercial purposes.

No Derivatives: If you remix, transform, or build upon the material, you may not distribute the
modified material.

No additional restrictions: You may not apply legal terms or technological measures that legally
restrict others from doing anything the license permits.

Notices:

You do not have to comply with the license for elements of the material in the public domain or
where your use is permitted by an applicable exception or limitation.

No warranties are given. The license may not give you all the permissions necessary for your intended
use. For example, other rights such as publicity, privacy, or moral rights may limit how you use the
material.
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Appendix 2: Version History

Date Revision

Author

Changes

20-Nov-2017 MR1

eClinical Forum — PI
Signature Task Force

First release to eCF members only

7-Apr-2022 MR2

eClinical Forum —
Principal Investigators’
Signature Team

Clarified scope and objective of this document
within section 2.

Adding new input to risk approach in section 4
(transcription vs direct entry).

Adding ability to pre-define time points as
recommended functionalities in section 6.

Removed ability to sign on batches and added
different levels of application in section 6.

Adding new section (7) for other data collection
tools.

Adding section “Next Steps”.

9-May-2022 MR2.1

eClinical Forum —
Principal Investigators’
Signature Team

Updated 2022 eCF member companies

01-0CT-2022 PR2.1

Public release of MR2.1

Changed the cover page for the public release

05-MAR-2026 PR3.0

Public release of MR3.0

Updated regulatory requirements section.

Updated branding and format.
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